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Introduction

Document Purpose

This document provides guidance for installing all the components needed for the loglQDoc™
Document Management Software solution — loglQDoc Web Application, atyplQ License Server,

atyplQ Search Files Service, atyplQ loglQKey application.

The loglQDoc™ Document Management Software solution allows organizations to create and
manage a set of uniform models for retention, security, classification, search, retrieval and
automatic notification and alerts for changing content. The benefits of such a system quickly
become more obvious in the ever changing landscape of business where non-compliance may

mean costly fines, sanctions, litigation and personal liability.

Intended audience

The intended audience is composed of Windows Systems Administrators and technical Windows

power users working in managed environments.

The document assumes that the reader has some experience installing and administering
Windows-based systems in domain or stand-alone configurations. Basic [IS Web Server

configuration and administration experience is required.

loglQDoc - the Enterprise Document Management Solution

loglQDoc™ is an electronic document management system of the next generation, which
systematically manages and utilizes the unstructured digital information from inside and outside the

company.

loglQDoc™ offers powerful features that are typically only found in document management

software applications costing hundreds of thousands of euro.

Tons of features make it easier than ever before to create, store, secure, distribute, edit, track,
manage, restore, share, and audit your valuable information assets, without going through the

unnecessary sophistication (and expense) of some goliath DMS systems.
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Installation

Instant Deployment, Remote Administration

Since loglQDoc™ is completely centralized and the access browser based, deployment will be
very easy. A typical installation and deployment takes only a few hours. Because it is fully browser-

based, deployment across your enterprise will be effortless.

The loglQDoc™ document management system only requires a server side installation that has a
few easy steps. There are no mandatory client-side components to install. Only if needed, an
integration add-in for Microsoft Office and Windows Explorer can be also installed on the client.

After deployment, all loglQDoc™ administration functions can be performed remotely using the
web browser interface. Using the “Import from Disk” and the “Upload from Zip” tools, you can

import all of your existing documents into loglQDoc™.

Prerequisites

Server requirements:

Pentium 4 or higher processor, Minimum 1 GB of RAM, 500MB disk space
Windows Server 2003 SP2; Windows Server 2008; Windows XP Professional SP2
Internet Information Server (IIS) with ASP.NET Support

.NET Framework Version 3.0 with appropriate Service Pack

One of the following DBMS platforms:

MS SQL Server 7, 2000, 2005, 2008, SQL Server Express

Oracle 8i, 9i, 10i

DB2

MySQL 4.1 and up

Postgress

Firebird

(more details: iBatis supported databases)
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Minimum Client requirements:

Windows Family, MAC OS, Linux Family with Internet Explorer 7/ 8 and up, Firefox 2/3 and up,
Safari 3/4 and up, Google Chrome 3 an up.

For the “Microsoft Office and Windows Explorer Integration for loglQDoc” client add-in, .NET

Framework 3.0 with appropriate service pack is required.

For the “loglQKey” client application, .NET Framework 3.0 with appropriate service pack is
required.

©2007 All rights reserved
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Planning for technical structure

The distributed architecture of loglQDoc™ allows you to install the different components of
loglQDoc™ across multiple servers to achieve load balancing. You can use more than one server

to participate in managing your information with speed and confidence.

Simple Topology (one server)

You can install all the server components on only one physical server:

WEB

= Firewall @

PDA

Unique server containing :

- atyplQ License Server

- atyplQ LogigDoc Web Application
- atyplQ loglQDoc Search Server

- Database

Server

SOFTWARE SOLUTIONS
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Separate Database Server Topology (two server):
Segregate the Database Server on a separate Server. The Database Server can be installed on

any operating system (ex: a MySQL install on a Linux operating system)

]
LAN

Firewall

- atyplQ License Server z j j
- atyplQ LogigDoc Web App . — —
- atyplQ loglQDoc Search Server — —
IIS Server Database Server

(SQLServer, MySql, ecc)

6
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Distributed Server Topology (3...n servers):

If you want to achieve maximum scalability, you can distribute the load across multiple physical

servers.

|

( LAN
=
4
==
[ [
—/3 —/3
—/ —/

=r= =rz
IIS Se Database Server Repository server

QLServer, MySq|, ecc) - atyplQ loglQDoc Search Server

- atyplQ License Server

- atyplQ LogigDoc Web Application (the web
application can be further distributed by using
the standard IS distribution, if necessary)

7
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atyplQ License Server & atyplQ License Manager

The atyplQ License Server (ALS) is the central license manager for loglQDoc and all the other

products from atyplQ Software.

In order to have a running loglQDoc installation, the ALS must be installed, configured and
activated with the proper license information. It can be installed on any machine inside your LAN or

even WAN (the access is webservice based).
Installation procedure:

1. From the main setup page, navigate the the atyplQ License Server Setup.

Datpi0 logloDOC

o Home

@, Install loglQDoc™ EDMS

®, Install loglQDoc™ Search Server

@ Install loglQKey

@ Install logl@QDoc Integration Service

@ Intall logl@Doc Document Helper Service

@ Install Microsoft Office and Explorer Integration for loglQDoc

Welcome to atyplQ loglQDoc™ Setup Main Page

nstall atyplQ License Server

This windows service the necessary license configurations an is needed in order to run any application from atyplQ software.
You caninstall it on any LAN or WAN accessible system. You can choose to install only the License Manager, that allows you
to remotely manage an atyplQ License Server.

2. Verify that on your system you have installed Dot Net Framework 2.0 and 3.0. If not, you

must install them by choosing to download the latest version from the Microsoft website or

©2007 All rights reserved
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directly from the CD.

3. Once you insure that the requirements are met, proceed to the atyplQ License Server
installation

Welcome to atyplQ License Server Setup

In order for the atyplQ License Server to work properly, the application requires the following:

1) .NET 2.0;
2) NET 3.0.

If you don’t have them already installed, you can:

Install Net Framework 2.0 x86 version from the internet;
Install .Met Framework 2.0 x86 version from the CD;
Install Net Framework 2.0 x64 version from the internet;
Install .Net Framework 2.0 x64 version from the CD;

Install .Met Framework 3.0 x86 version from the interet;
Install Net Framework 3.0 x86 version from the CD:
Install .Net Framework 3.0 x64 version from the internet;
Install .Met Framework 3.0 x64 version from the CD;

After you meet the requirements you can successfullyinstall atyplQ License Server.

4. Choose “Run” in order to launch the setup

File Download - Security Warning |

Do you want to run or save this file?
Mame: setup.exe
Type: Application, 336KE
From: CirookikitSetup Complet LLYatypld License Server

Bun Save

| | YWhile filez from the Intemet can be useful, thiz file bype can
1’* patertially harm vour computer. IF you do not trugt the source, do not
= rur or zave thiz software. What's the risk?

5. Once the setup starts, click “Next” and then please read carefully the License Agreement.

Once you agree to the terms, click “Next”

6. If you want to install only the License Manager for managing a remote installation of the

ALS, uncheck the option License Server. If you wish to install both the License Manager

SOFTWARE SOLUTIONS
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and the License Server, just click “Next”

% atypIQ Licensing

atyplQ Licensing

This setup will install atyplQ License hdanager. If wou want also to install atyplCl License Server
please check the checkbox belaw.

nae Serser

7. Click “Next” and then “Finish”.

The installation is complete. You should find the atyp/Q License Server Windows Service running,

and be able to launch the License manager from the start menu

Automatic

Pravides license in...  Started
Provides integrati... Automatic Loca

- LI NIFINTN (R P TN o 11 P T LT

rﬁ atypld) License Manager # % atypl) License Manager
s ] 2] s =

¥ d.ﬂ Retrieve server id

For details about configuration issues, navigate to the configuration section.

10
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loglQDoc Search Server

loglQDoc’s Integrated full-text searching and powerful advanced search features make it simple to
locate exactly what you need from wherever you are. That means no more wasting time trying to

find a document, and no time spent recreating content that already exists.

The loglQDoc Search Server provides the integration with the indexing service used to provide full-
text search capabilities. The indexing service for Windows based repositories is Windows Search
(WDS).

1. From the main setup page, navigate to the loglQDoc Search Server setup page

2. Verify that on your system you have installed Dot Net Framework 2.0 and 3.0. If not, you
must install them by choosing to download the latest version from the Microsoft website or
directly from the CD.

3. Verify if you have already installed the Windows Search Service. If not, you must install it by

choosing to download the latest version from the Microsoft website or directly from the CD.

4. If you want Adobe pdf files to be full-text indexed and you don’t have already installed the

Adobe Reader, you can install the Adobe Acrobat Filter.

5. If you want OpenOffice.org documents to be full-text indexed and you don’t have already

installed it, you can install the OpenOffice.org Filter
Note: you can install any other filter compatible with the WDS indexing service

6. Once you insure that the the above requirements are met, proceed to the loglQDoc Search

Server installation

After you meet the requirements you can successfullylinstall the loglQDoc™ Search Server

7. Choose run in order to start the setup procedure

11
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File Download - Security Warning |

Do you want to run or save this file?

Mame: Setup.exe
Type: Application, 336KE

From: CiroobiKithSetup Complet LU atvpIQ Search Server

8. Once the setup starts, click “Next” and then please read carefully the License Agreement.

Once you agree to the terms, click “Next”

9. The “Configure Windows Search For loglQDoc” form will appear.

Configure Windows Search for logIQDoc

Enter the path if pou want ko change the default DS default storage directony

| |

Applying zettingz. Thiz may take up to a minute. Please wai...

|
Pgihjnbﬁnde#c&hyThE‘WUb enaine [path fo the Iu:ugluLTD'C'fﬂE'rcpa‘e.-it-eqL]______

Skip Configuration | (/m

* In the first textbox, you can choose to configure WDS to store its files and database into a

custom location. Optional. Note: you cannot choose a root directory.

* In the second textbox you must indicate the path to the loglQDoc file repository that will

contain the physical files to be indexed. Mandatory
* Click “Configure” or “Skip Configuration” and wait for the setup to finish

10. The installation is complete. You should find the atyp/Q loglQDoc Search Server Windows

Service running, and have the WDS service configured.

ALtomatic Loca
ALtomatic Locs

Provides Iicéﬁae in... Started
Provides integrati,..

oc Search !

For details about configuration issues, navigate to the configuration section.

12
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loglQDoc EDMS Web Application

The loglQDoc Web Application is where the core business logic and the user interface run.

It runs in a IS server configured for ASP.NET 2.0.

1.

2.

From the main setup page, navigate to the loglQDoc setup

Verify that on your system you have installed Dot Net Framework 2.0 and 3.0, IIS and a
database. If not, you must install them by choosing to download the latest version from the

Microsoft website or directly from the CD.

Once you insure that the requirements are met, proceed to the loglQDoc Web Application

installation

L L R T L T B T I Lot T TR I E R I TR SRS e

install S0L Server Exprass

Only after you meet all the requirements you can successfully install loglQDoc™

bSftar inctallinm lanlCIMNA-T™ da mat farmot ta cat wonn canmactinn Aronadios inta tha cale

4. Choose run in order to start the setup procedure

File Download - Security Warning

Do you want to run or save this file?
Mame: setup.exe
Type: Application, 420KE
From: CiirookikitiSetup Complet LLYabypIQ laglQDos

Bun Save

Once the setup starts, click “Next” and then please read carefully the License Agreement.

Once you agree to the terms, click “Next”.

The “Select Installation Address” form will appear. Read the instructions and choose what

suits better your environment

13
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Select Installation Address SavrAalN
( ALy Piks

he installer will install atpl0 loglQDoc Webipplication to the following web location.

install to this weh location, click "MNext". To install to a different wekb location, enter it bel

Site:
[ Default Weh Site - Disk Cost...

Wirtual directany:
I|Dg|@DDC

7. The software installation is now complete. You should find in your [IS Manager the new

virtual directory you have chosen

-8 Default Web Site
- aspnetaja
- @ CertControl
u CertEnrall
l ».,: CertSry
-k Dothetiuke
»-‘}g logIQDoc
«.}a telerik
- test_site

8. Into the folder where the virtual directory is pointing (usually C:\Inetpub\wwwroot\loglQDoc),
you must allow Modify permissions for the IIS service for the Logs and Temp folders. In
Windows Server 2003 the user is IIS_WPG; in Windows XP SP2 the user is ASPNET

9. Some systems may not be updated to the last windows patch, so you may get the error

explained at the Microsoft website (http://support.microsoft.com/kb/322886)

In order to bypass this problem, assign modify permissions to IIS for the c:\windows\temp

folder, as you’ve just done with the folder in the virtual directory.

14
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Temp Properties K
Generall Sharing  Security |Web Sharingl Eustu:umizel

Group of uzer names:

ﬁ Administrators (A TVPIADOMAIMN Administrators]
G [ATYPIGDORMAINSIS W

ﬂ Internet Guest Account ATYPIQDOMAINSYMUSR_MAJORD...
€7 SvSTEM
ﬁ zers ATYPIQDOMAIMY 222

Add... | Bemove |
Permizzionz far [1S_wWPG Al Deny
Full Cantral =
b odify

FRead & Execute
Lizt Folder Contents
Read

IBEEEEO
OO00oOo0o0o

A
For zpecial permizzions or for advanced settings, Advanced |
click Advanced. =

k. I Cancel | Smply |

For details about configuration issues, navigate to the configuration section.
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Microsoft Office and Explorer Integration for loglQDoc

This add-in is used to connect to loglQDoc from any Microsoft Office application (Word, Excel and
PowerPoint), simplifying and enhancing your work. It also integrates with the Windows Explorer

contextual menu making it simple to upload to and get documents from loglQDoc.

1. From the main setup page, navigate to the Microsoft Office and Explorer Integration for

loglQDoc setup page.

2. Verify that on your system you have installed Dot Net Framework 2.0 and 3.0, and
Microsoft Office (2003 and up). If not, you must install them by choosing to download the

latest version from the Microsoft website or directly from the CD.

3. Once you insure that the requirements are met, proceed to the Microsoft Office and

Explorer Integration for loglQDoc installation.

. Install Windows Installer 3.1 from the CD.

After you meet the requirements you can successfully inst icrosoft Office and Explorer Integration for loglQDoc

4. Once the setup starts, click “Next” and then please read carefully the License Agreement.

Once you agree to the terms, click “Next”.

x|

i+ atypIQ Microsoft Office and Explore

B
License Agreement
()atypio

Flease take a moment to read the license agreement now. If yvou accept the terms below, click "l
Agree", then "MNext". Otherwise click "Cancel".

License Agreement il

Before installing logIQDoc (TM) please read carefully

terms and conditions of this agreement. You will

express your consent to be bound by the terms of this

Lgreement by obtaining or opening Software media

package. If you do not agree to all terms of this

agreement do not use Software and destroy all copies of

Software from your computers. J
v

" 1 Do Mot Agree

Cancel < Back ||: Mext » I )

16
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5. You can choose whether to install only the Microsoft Office integration components (if you
have it installed), only the Windows Explorer Integration components, or both

(recommended). Then click “Next”

FPlease selectwhat features to install:

@nstall Microsoft Office add-in to connectto loglQDoc

@'\stall Explorer add-in to connectto loglQDoc

6. Choose the installation path (leaving default is recommended), click “Next” and proceed

with the install

7. To verify if the add-in has been correctly installed, you should open Word and verify that the

Open From loglQDoc and Save to loglQDoc options have been added to the menu:

a. In Microsoft Office 2003 or Microsoft Office XP, go to the file menu:

Eile | Modifica Visualizza Inserisci Formato Stru

Salva con nome...

% Open from logIQDoc
75 Save to logIQDoc

Imnosta nanina___

b. In Microsoft Office 2007 (Vista): go to the Add-Ins tab:
.'_;ﬁ.. Apri da loglQDoc
I'ﬁ Salva in loglQDoc

8. To verify that the Windows Explorer extension has been correctly installed (English-Italian):

a. Right click on a file and go to the “Send To” contextual menu:

E1 Compressed (zipped) Folder I Desktop (crea collegamento)

Tagli
(& Desktop (create shortcut) =97 ||, Documenti

Cut ) Copia L
i oo

_J Mail Recipient Crea collegamento __| Destinatario posta

Elimina .
Create Shortcut 3 My Documents e T *Medialnfo
] L . S
Delete Pubblicazione guidata sul Web ; pre »
Rename G mar e . Proprieta 8 Dispositiva Bluetooth

b. Right click where you can create a new document, and go to the “New” contextual

17
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menu:

Incall= callEgamente

Arrange Icons 4
el By Annulla Elimina CTRL+Z

Refresh

Pannello di controllo NVIDIA

" Carll

IE Collegamento

5 Eolder '
_ . | Microsoft Office Access 2007 Database
Properies s Shortot
8 IogiQDoc Document | Bimraine e
~ .+ Bwprint Document
E1 Briefcase =

[*J Bitmap Image

Paste
Paste Shortelt

For details about configuration issues, navigate to the configuration section.

18
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loglQKey client application

atyplQ loglQKey is a small but very useful utility which helps you protect your data. Use it to
enforce encrypting policy in loglQDoc using the Fortress Groups and to exchange critical
documents with your partners in a simple and secure way. It uses a very strong encrypting

algorithm, making it virtually impossible to decrypt.

It is integrated with Windows shell and contextual menu.

Just navigate to the loglQKey setup page, launch the setup, read carefully the License Agreement,

and if you agree proceed to installation by clicking next.

Once the setup is completed, the application is fully configured and integrated into your system.

%L atypIQ loglQKey - Encryption

wan [ogigdoc.eu - Save time and money  uzing a simple and secure way to transform

Fleaze enter a pazsword to encypt the file with

Fazzword: I ™ Zip befare enciuption

Confirm pagzword; I
Destination file: IC:'\Dncuments and SettingshcmaneahDeskiophPrev.ttl - Browse |

] | Cancel I

Scan with AVG

Dpen With
UltraEdit-32
E add to archive...
E add to "Prev.rar”
& Campress and email...
& Campress to "Prev.rar” and email

Send To

Cut
Copry

Create Shortout
Mal=ta

19
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Configuration

atyplQ License Server & atyplQ License Manager

How to set and activate a license configuration

* launch the atyplQ Licence Manager client application from the start menu

L r atyplQ) License Manager  # !:% atypl) License M 1—4r|—4qn—-r

¥ d.ﬁ Retrieve server id

» set your licensing configuration by choosing

1. The number of concurrent users. A concurrent user can log into the system multiple
times from multiple locations

2. The number of named users: A named user can log into the system only once from a
specific location

3. Date interval for the license

4. License Type

5. The server id of the physical or virtual machine where the loglQDoc Web Application is
installed. It defaults to the server id of the local machine. If loglQDoc is not installed on
the same machine, you must first retrieve the server id by launching the “Retrieve

server id” application on the server where loglQDoc is installed.

« Once you have set your values, save the settings to the license server.

* Then save the license configuration to disk by choosing “Save settings file to disk”. You
should send the configuration file to atyplQ software, that will provide you a license key file
to activate your license.

* Once you have received the license key file, choose “Activate License” and provide the
path to the file.

20
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loglQDoc EDMS Web Application

Relevant Configuration Files under the virtual directory

* Web.config
The relevant settings in this file are as follows:

<appSettings>
<add key="SearchServiceAddress" value="net.tcp://localhost:8095"></add>
<add key="LicenseServerAddress"
value="http://localhost:8096/servicel"></add>
<add key="EnableWorkingThread" value="true"></add>
</appSettings>
<connectionStrings>
<add name="ADService"
connectionString="LDAP://majordom.atypigdomain.local/CN=Users,DC=atypigdomain,DC=local"/>

</connectionStrings>

SearchServiceAddress — if you have installed the atyplQ loglQDoc Search Server on the same

machine as the web application, you don’t need to change anything. If you have installed it on
another system (or/and have changed the port where the search server is listening), you must

change this value appropriately.

LicenseServerAddress - if you have installed the atyplQ License Server on the same machine as

the web application, you don’t need to change anything. If you have installed it on another system
(or/and have changed the port where the search server is listening), you must change this value

appropriately.

EnableWorkingThread — the web server maintains a working thread that will perform some batch
activities like sending emails to subscribers. If you want to deactivate this thread, set this value to
false. NOTE: all the “batch” operations will be halted

ADService - defines the connection string to your Active Directory (or other LDAP service) in order

to integrate the Active Directory Security

21
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* Log4netconfig.xml

The application uses for logging the apache log4net framework. By default, it logs on file system
under the Log folder found in you web application directory. You can change the logging path by

changing <file value="Logs\\logIQDoc.log"/> tO better serve your needs.

For more advanced configuration options go to: http://logging.apache.org/log4net/release/config-

examples.html
NOTE: remember to give write permissions to the is IIS_WPG or APNET user to the logging folder.

* Sqlmap.config

See next chapter

©2007 All rights reserved
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Before making the first call to the loglQDoc Web Application, you must insure that:

* You have created a database on your Database Server to be used by the the application

* You have created a folder on the file system (local or shared on another machine) that will
be used as the file repository by the application. Insure you have enough space for your
requirements

* You have given write permissions to the is IIS_WPG or APNET user to the Log folder and
the Temp folder under the virtual folder of your application (usually usually
C:\Inetpub\wwwroot\loglQDoc)

* You must “tell” the loglQDoc Web Application where is your db, and what are the
credentials needed to access it. The file that contains this information is named:
sqlmap.config and you can find it in your base virtual repository folder (usually
C:\Inetpub\wwwroot\loglQDoc). The following configuration is supposed to work with SQL
Server 2005 or SQL Server 2005 Express

If you want to use SQL Server Authentication, than you must provide the username and the

password to access:

<property key="connectionString" value="Data Source=localhost;Initial

Catalog=logIQDoc;User=sa;Pwd=thisismypwd;Pooling=True" />
If you want to use Windows Integrated Authentication, than you set the connection string

property like this:

<property key="connectionString" wvalue="Data Source=localhost;Initial

Catalog=logIQDoc; Integrated Security=SSPI />

Data Source — you must put the database information (usually the name of the computer where
your DB server resides)

Initial Catalog — should be the name of the database

NOTE: Are you using SQL Server 2005 Express? Don't miss the server name syntax
Servername\SQLEXPRESS where you substitute Servername with the name of the computer where

the SQL Server 2005 Express installation resides.
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Your first access to loglQDoc

When you first access the atyplQ loglQDoc Web Application, it will create the database tables, load
the text resources and other settings. This will take one minute or two.

When you first login to the application, the user-password pair will become the credentials for the
administrator of the entire system. Write down your credentials since by default they cannot be
recovered. This way we have eliminated the problem of having the admin user with a default

password, a well-known security breach of most systems

The only mandatory setting is in Application Settings. Here you must set the Repository Path to the
path on the file system (can be a share if you have chosen to distribute the repository to another

PC). The IIS worker process must be able to access this path.
NOTE: carefully plan where you will store the repository, since it can grow exponentially in time.

In the Configuration Management tab, you can perform the administrative tasks (user management, domain
creation, etc)

If you want to "bulk load" a repository of existing files and documents into loglQDoc, you can use the “Import

from disk” utility. The path that you will choose must be accessible for reading by the web server.

-2 Recycle bin
H [F Mime types
H :;-','_l,, Custom mekadata

i |-1‘_1r Resaurces

2 2] Licensing

= 45! utiitie

E Az Imnpork From disk,
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Microsoft Office and Explorer Integration for loglQDoc

How to set up and activate the connection to loglQDoc

» Launch for the first time the add-in from the Microsoft Office menu or from the Windows
Explorer contextual menu (see the installation section)

¢ The client application should start

» Ifitis the first launch, or if you want to connect to another loglQDoc system, into the LogIn

dialog click the “Connection Settings” button:

~Login
Name: I
Password: I
™ Remember me Ok Cancel

e First set the Address where the loglQDoc EDMS web application is available (the root

address), and add “/IntegrationService.svc” at the end of that address.

Example: if the root address of your loglQDoc web application is:

http://79.115.130.53:8082/test site/ then you should have as an address this:

http://79.115.130.53:8082/test site/IntegrationService.svc
]|

 Connection settings

J79115.13053:8082/test_site/lntegrationService sv

Please enter new address: [0
" Communicate with compressed documents (slow connection)
M Show status when communicating

Ok | Cancel |

» If the loglQDoc web application is installed outside your local network (LAN) (like internet,

or VPN access, or any other slower connection), you can improve the response time by
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communicating with compressed documents.

NOTE: the documents will be compressed on the client and uncompressed on the server
(and vice versa). This of course will mean more processor work on both client and server,

so use this option only for slow connections.
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